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1. Purpose. To establish ORM, in accordance with reference (a),
as an integral part of naval operations, training and planning at
all levels in order.to optimize operational capability,
readiness, and enhance mission accompliéhment..

2. Cancellation. OPNAVINST 3500.39 and MCO 3500.27.

3. Background 1 ‘ E

a. Uncertainty and risk are inherent in the nature of
military action. The success of the Naval Services is based upon
a willingness to balance risk with opportunity in taking the bold
and decisive action necessary to triumph in battle. At the same
time, commanders have a fundamental responsibility to safeguard
highly valued personnel and material resources, and to accept
only the minimal level of risk necessary to accomplish an
assigned mission. - o : T

b. >ORMfis an effective process for maintaining readiness in
peacetime and achieving success in'gompqt'withOut infringing upon
the prerogatives of the commander.  Historically, the greater
percentage of losses during combat operations ‘was due to mishaps.
Unnecessary losses either in battle or during training are
detrimental to operational capability.  Since 1991, ORM, applied
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both in day-to-day operations and during crisis periods, has
produced dramatic results in reducing these losses. This
instruction supports the guidance provided in reference (a) to
integrate this effective technique throughout the Department of
Defense. It provides a means to help define risk ‘and control it
where possible, thereby assisting the commahder in choosing the
best course of action and seizing the opportunities which lead to
victory.. g ) N -

c. All naval missions, as well as daily rodtines, involve
risk. Every operation, both on and off-duty, requires some
degree of decision making that includes risk assessment and risk

' 'management. The naval vision is to develop an environment where

every leader, Sailor, Marine and civilian is trained and
motivated to personally manage risk in everything they do, both
in peacetime and during conflict, thus successfully completing
- all operations with minimum risk. ' .

" 3. Scope. This instruction applies to all Navy and Marine Corps
activities, commands and personnel. Addressees should, as
appropriate, issue an implementing instruction to augment this
policy, including command-specific applications and requirements.

4. Discussion. ORM is a decision making process that enhances
operational capability. Naval Warfare Publication 1 states,
"Risk management and risk assessment a?e_formal, essential tools
of operational planning. Sound decision®making requires the use
of these tools both in battle and in training."™ ORM, described
in enclosure (1), . 1is a method for identifying hazards, assessing
risks and implementing controls to reduce the risk associated

- with any operation. Implementation of ORM in the Department of

the Navy will be accomplished as follows:

a. ORM will be included in the orientation.and training of
all military personnel. Level of training will be commensurate
with rank, experience and leadership position.. .

(1) ORM training shall be iricorporated into leadership
courses, General Military Training and courses where operational
employment, safety, or force protection are addressed -(e.qg.,
safety 'schools, initial warfare qualification schools, and
tactical: orzoperational ‘level war fighting courses). ORM training
shall be incorporated into existing training periods on safety

and operational planning/decision making whenever possible.
(2) The ORM process and its specific application to
pertinent subjects shall be integrated into fleet tactical
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‘training, Personnel Qualification Standards(PQS), Naval and

Occupational Standards, Individual Training Standards and the
Marine Corps Combat Readiness Evaluation System.

b. ORM lessons learned will be submitted to Chief of Naval
Operations (NO9K) and/or Commandant of the Marine Corps (8D} for
1nclu51on in ORM data bases. :

c. The ORM process shall be integrated into all levels of a

command.

(1) Hazards Shall be 1dent1f1ed, risks assessed and

controls developed and implemented during the earliest p0351ble

planning stages. Operations shall be’ continuously monitored for

- effectiveness of controls and situational changes.

(2) Information available through- existing safety,

‘training and lessons learned data bases will be cons1dered
whenever practlcable in making rlsk decisions.

5. Action. All Navy and Marine Corps activities shall apply the

pr1nc1ples of ORM in planning, operations and training. The ORM.
process shall be applied to optimize operational capability and
readiness. ORM decisions are made by the leader directly
responsible for the mission. Prudence, ‘experience, judgement,
intuition and situational awareness are tritical elements in
making effective risk management decisions. When the leader
responsible for executlng the mission determines that the risk
associated with that mission cannot be controlled at his/her
level, or goes beyond the commander’s stated. intent, he/she shall
elevate the decision to his/her chain of command

a. Chlef of Naval Operatlons (NO9K) and Commandant of the

‘Marine Corps (SD) shall provide policy sponsorshlp and service

approval -of Navy and Marlne Corps ORM.

- b. Chief of Naval Operations resource sponsors shall
integrate ORM into_existing tralnlng toplcs during review of
courses under thelr cognlzance.

c. Chlef of Naval Operations (NO9K) and Commandant of the

‘Marine Corps (SD) shall serve as technlcal adv1sors on ORM

currlcula.

-

d. Navy Warfare Development Command shall address ORM
concepts and appllcatlons in approprlate doctrinal publlcatlons

N
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e. Systems Commands shall provide 1nformatlon, data ‘and
technical support for the resolutlon of ‘hazards under thelr
cognlzance

f.- Chief of_Naval Education and Trainfng (CNET) shall:

(1) Develop curricula for and 1ncorporate approprlate
ORM instructions at each level of formal

'pleadershlp training, General Military Tralnlng (GMT) and all"
- courses where safety or force protection is or should be
- -appropriately addressed. :

(2) Integrate spec1flc appllcatlons of the Operatlonal

Risk Management process into PQS.
{

g; Commandlng General Marine Corps Combat Development
Center shall~

(1) Develop currlcula for and 1ncorporate approprlate

“ORM instructions at each level of formal
-leadership training, GMT and all courses where safety or force

protectlon is or should be approprlately addressed.

(2) Integrate spec1f1c appllcatlons of the Operatlonal

‘Risk Management process into Individual Tralnlng ‘Standards and

the Marine Corps Combat Readlness Evaludtion System.

(3) Address ORM concepts and appllcatlons in approprlate
doctrinal publlcatlons *

‘H. Commander, Naval Safety Cen*er shall prov1de on request

- ORM excerpts from mishap and hazard reports and analysrs of loss
data.

i. - Naval Manpower Analysis Center shall incorporate the
ORM process into.Naval Standards and,
where specific applications warrant addltlonal requlrements,
Occupatlonal Standards.

j. Fleet Commanders in Chief (CINCs) and Commanders, Marine
Forces (COMMARFORs) shall provide resources necessary to =

‘1mplement Operatlonal Risk Management 1n accordance w1th this

1nstructlon

'k. ‘Fleet, Type and Marlne Expedltlonary Force (MEF)

.Commanders shall
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(1) Incorporate the ORM process lnto operatlons,

exerc15es and tralnlng

(2) Address the ORM process 1n post exerc1se/operatlon

1. Unlt Commanders shall

(1) Implement the ORM process w1th1n thelr commands.

ffExamples 1nc1ude, but are not llmlted to:

(a) Prov1d1ng tralnlng to Command personnel on’

(b) Incorporatlng 1dent1f1ed hazards, r1sk

'fassessments and controls into brlefs, ‘notices and wrltten plans.

‘(c) Conductlng a thorough rlsk assessment for all
new or complex evolutions, defining acceptable risk and possrble

'cont1ngenc1es for the evolutlon

- , ‘(2) Address the ORM process in safety, training and

lessons learned. reports.f Reports should comment on hazards, risk .

assessments and effectlveness of controls 1mplemented

(3) Inform the chaln of command as to ‘what hazards cannot
be - controlled or mitigated at thelr command level

V.”

Chlef of Naval Operatlons ommand t of the Marine Corps

Dlstrlbution.x
SNDL Parts 1 and 2

~ MARCORPS PCN. 10203352700
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| NTRODUCTI ON TO OPERATI ONAL RI SK MANAGEMENT ( ORM

1. Background. NDP-1 (Naval Warfare) states, "By its nature, the
uncertainty of war invariably involves the acceptance of risk...Because
risk is often related to gain, |eaders weigh risks against the benefits to
be gained froman operation.” W rely on the judgnent of individua
Commanders to bal ance the requirenents of mission success with the inherent
risks of mlitary action. Naval |eaders have al ways practiced risk
managenment in their operational decision making. However, the approach to
ri sk, and degree of success in dealing with it, have varied w dely
dependi ng on the | eader and his/her level of training and experience. The
principles of ORM can be taught and effectively applied throughout the Navy
and Marine Corps to enhance the decision naking capabilities of our
personnel. Many ORM techni ques are currently incorporated into our
operational planning and deci sion maki ng processes. The eval uati on and

war gam ng of different courses of action, the establishnent of m ssion

go/ no-go criteria, the enploynent of maxi num m ni num operating envel opes,
and the use of mssion/ confirmation briefings are all exanples of how
Conmmanders and units evaluate and manage risk. In addition to continuing to
utilize these techniques, the remainder of this enclosure outlines a
formalized process, which may be applied in dealing with risk

2. Concept. The ORM process:

a. |s a decision naking tool used by people at all l|evels

to increase operational effectiveness by anticipating hazards and reduci ng
the potential for loss, thereby increasing the probability of a successfu

m ssi on.

b. Increases our ability to nake informed decisions by providing the best

basel i ne of knowl edge and experience avail abl e.

c. Mninizes risks to acceptable |evels, comensurate with m ssion
acconpl i shment. The anount of risk we will take in war is much greater
than that we should be willing to take in peace, but the process is the
sanme. Applying the ORM process will reduce m shaps, |ower costs, and
provide for nmore efficient use of resources.

3. Terms. ORM terns:

a. Hazard - A condition with the potential to cause personal injury or
death, property damage or nission degradation

b. Risk - An expression of possible loss in terns of severity and
probability.

c. Risk Assessnent — The process of detecting hazards and assessing
associ ated ri sks.

d. ORM - The process of dealing with risk associated within mlitary
operations, which includes risk assessnent, risk decision making and
i mpl enentation of effective risk controls.



4. Process. Figure (1) shows the flow of the ORM process. The five step
process is:

a. ldentify Hazards - Begin with an outline or chart of the major steps in
the operation (operational analysis). Next, conduct a Prelimnary Hazard
Anal ysis by listing all of the hazards associated with each step in the
operational analysis along with possible causes for those hazards.

b. Assess Hazards - For each hazard identified, determ ne the associated
degree of risk in terns of probability and severity. Although not
required, the use of a nmatrix may be hel pful in assessing hazards

descri bed further in paragraph d).

c. Make Ri sk Decisions - First, develop risk control options. Start with
the nost serious risk first and select controls that will reduce the risk
to a mninumconsistent with mssion acconplishment. Wth sel ected
controls in place, decide if the benefit of the operation outweighs the
risk. If risk outweighs benefit or if assistance is required to inplenment
controls, conmunicate with higher authority in the chain of command.

d. Inplenent Controls - The foll owi ng neasures can be used to elimnate
hazards or reduce the degree of risk. These are listed by order of
pref erence:

(1) Administrative Controls - Controls that reduce risks through
specific adm nistrative actions, such as:

(a) providing suitable warnings, markings, placards,
signs, and notices.

(b) establishing witten policies, prograns instructions and
standard operating procedures (SOP)

(c) training personnel to recognize hazards and take
appropriate precautionary neasures.

(d) limting the exposure to a hazard (either by reducing the
nunber of personnel/assets or the Iength of time they are
exposed).

(2) Engineering Controls - Controls that use engi neering nethods to
reduce risks by design, material selection or substitution when
technically or econonically feasible.

(3) Personal Protective Equi pment - Serves as a barrier between
personnel and a hazard. It should be used when other controls do not
reduce the hazard to an cceptable |evel

e. Supervise - Conduct follow up evaluations of the controls to ensure
they remain in place and have the desired effect. Mnitor for changes
which may require further ORM Take corrective action when necessary.



5. ORM Process Levels. The ORM process exists on three |levels. The
Conmmander sel ects which | evel based upon the mssion, the situation, the
time available, the proficiency |evel of personnel and the assets
available. While it would be preferable to performa deliberate or in-depth
ri sk nanagenent process for all evolutions, the tinme and resources to do so
will not always be available. One of the objectives of ORMtraining is to
devel op sufficient proficiency in applying the process such that ORM
becomes an automatic or intuitive part of our decision-mnmaki ng nethodol ogy.
In the operational environnent, |eaders should be able to enploy this
time-critical process to nmake sound and tinely decisions that generate
tenpo and facilitate decisive results. The three levels are as foll ows:

a. Time-critical - An "on the run" nental or oral review of the situation
using the five step process without recording the informati on on paper

The tine critical level of ORMis enployed by experienced personnel to
consider risk while naking decisions in a time-conpressed situation. It is
the normal | evel of ORM used during the execution phase of training or
operations, as well as in planning during crisis response scenarios. It is
particularly hel pful in choosing the appropriate course of action when an
unpl anned event occurs during the execution of a planned operation or
daily routine.

b. Deliberate - Application of the conplete five step process as depicted
in figure | in planning an operation or evaluating procedures. It uses
primarily experience and brainstormng to identify hazards and devel op
controls, and is therefore nost effective when done in a group. Exanples
of deliberate applications include planning of upcom ng operations, review
of standard operating, mmintenance or training procedures and danage
control /di saster response pl anni ng.

Cc. In-Depth - Deliberate process with a nmore thorough ri sk assessnent
(first two of the five steps) involving research of avail able data, use of
di agram and analysis tools, formal testing or long termtracking of the
hazards associated with the operation (sonetines with assistance from
techni cal experts) to identify and access the hazards. It is used to nore
t horoughly study the hazards and their associated risk in a conplex
operation or system or one in which the hazards are not well understood.
Exanpl es of in-depth applications include |ong term planning of conpl ex
operations, introduction of new equi pnent, materials and nissions,

devel opnent of tactics and training curricula and nmaj or system overhaul or
repair.

6. Principles of ORM ORM incorporates the followi ng four principles:

a. Accept risk when benefits outweigh the cost. Fleet Marine Force Manua
I (WARFI GHTING) states, "Risk is inherent in war and is involved in every
mssion. Risk is also related to gain; normally greater potential gain
requires greater risk." Qur naval tradition is built upon principles of
seizing the initiative and taking decisive action. The goal of ORMis not
to elimnate risk, but to manage the risk so that the m ssion can be
acconpl i shed with the m ni rum anount of | oss.

b. Accept no unnecessary risk. Fleet Marine Force Manual | also states,
"We should clearly understand that the acceptance of risk does not equate
to the inprudent willingness to ganble. Take only risks which are
necessary to acconplish the m ssion



c. Anticipate and manage ri sk by planning. Risks are nore easily
controll ed when they are identified early in the planning process.

d. Make risk decisions at the right Ievel. Ri sk managenent decisions are
made by the | eader directly responsible for the operation. Prudence,
experience, judgnment, intuition and situational awareness of |eaders
directly involved in the planning and execution of the mission are the
critical elenents in making effective risk managenent deci sions. Wen the
| eader responsible for executing the m ssion determ nes that the risk
associated with that m ssion cannot be controlled at his/her level, or
goes beyond the conmmander's stated intent, he/she shall el evate

the decision to their chain of command.

7. Risk Assessnent Matrix. A matrix can be used to acconplish the second

step of the ORM process. Using a natrix to quantify and prioritize the risk(s)
does not |essen the inherently subjective nature of risk assessment. However, a
matri x does provide a consistent franework for evaluating risk. Although
different matrices may be used for various applications, any risk assessnent
tool should include the el enents of hazard severity and nishap probability. The
ri sk assessnent code (RAC) defined by a nmatrix represents the degree of risk
associated with a hazard considering these two el ements. Wile the degree of
risk is subjective in nature, the RAC does accurately reflect the relative
amount of perceived risk between various hazards. The exanple matrix descri bed
below is used in Naval Cccupational Safety and Health assessnents. Using the
matrix, the RAC is derived as follows:

a. Hazard Severity - An assessnent of the worst credible consequence which
can occur as a result of a hazard. Severity is defined by potential degree

of injury, illness, property damage, |oss of assets (tine, noney,
personnel) or effect on mission. The conbination of two or nore hazards
may i ncrease the overall |evel of risk. Hazard severity categories are

assigned as Roman nunerals according to the following criteria:

(1) Category | - The hazard nmay cause death, |oss of facility/asset
or result in grave danage to national interests.

(2) Category Il - The hazard may cause severe injury, illness,
property damage, damage to national or service interests or
degradation to efficient use of assets.

(3) Category Ill - The hazard may cause minor injury, illness,
property damage, damage to national, service or command interests or
degradation to efficient use of assets.

(4) Category IV - The hazard presents a mininal threat to personnel
safety or health, property, national, service or conmand interests
or efficient use of assets.

b. Mshap Probability — The probability that a hazard will result in a

m shap or | oss, based on an assessnment of such factors as |ocation
exposure (cycles or hours of operation), affected popul ations, experience
or previously established statistical information. M shap probability wil
be assigned an English letter according to the following criteria:

(1) Sub-category A - Likely to occur imediately or within a short
period of tine. Expected to occur frequently to an individual item
or person or continuously to a fleet, inventory or group
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(2) Sub-category B - Probably will occur in tine. Expected to occur
several times to an individual itemor person or frequently to a
fleet, inventory or group.

(3) Sub-category C - May occur in tine. Can reasonably be expected
to occur sone tine to an individual itemor person or several tinmes
to a fleet, inventory or group

(4) Sub-category D - Unlikely to occur

c. Risk Assessnent Code - The RAC is an expression of risk which conbines
the el ements of hazard severity and mishap probability. Using the matrix
shown bel ow, the RAC is expressed as a single Arabic nunber that can be
used to hel p deternine hazard abatenent priorities.

Figure 1
M shap Probability
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RAC Definitions:

— Critical

— Serious
Moder at e
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- Negligible
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Note 1. In sone cases, the worst credible consequence of a hazard nay not
correspond to the highest RAC for that hazard. For exanple, one hazard may
have two potential consequences. The severity of the worst consequence (I)
may be unlikely (D), resulting in a RAC of 3. The severity of the |esser
consequence (l1) may be probable (B), resulting in a RAC of 2. Therefore,

it

is also inmportant to consider |ess severe consequences of a hazard if

they are nore likely than the worst credible consequence, since this
conbi nation nay actually present a greater overall risk.

Note 2. The ORM process provides an additional tool for conmanders to use
in reducing risks inherent in mlitary operations. It is not a conplete
change in the way we approach the risk nmanagenment problem but rather

provi des a specific nethodol ogy for personnel to anticipate hazards and
eval uate risk. Just as we have trai ned our personnel to focus on the

m ssion, we can train our personnel to evaluate risk as part of their
deci si on nmaki ng process. As personnel are trained in and use the process,
ORM wi | | becone intuitive, being applied automatically as a neans to aid in
qui ckly devel oping an effective course of action to acconplish the m ssion



8. Exanple. In preparation for an anphibi ous exercise, a deck officer m ght
use ORMto plan for |aunching snmall boats.

a. Step 1 - ldentify Hazards
Operational Anal ysis:

Must er deck watch section

Bri ef

Man | aunch positions

Attach |lines and Load boats
Move boats over water and | ower
Detach lines and retrieve

Smal | boats nove away from ship
Stow | i nes

Must er deck watch section

b. Prelimnary Hazard Anal ysis:
list any hazards whi ch m ght
damage or m ssion degradation

Hazar ds

Personnel slips/falls

Ti me/ position requirenents
Brief requirenents

Boat overl oaded

| mproperly attached lines
Lost control of boats
(resulting in death/injury,

damage or del ay/ abort of
| aunch)

Man over board

Li nes tangl ed/ knotted

Snal | boats unable to break
away fromthe ship

c. Step 2 - Assess Hazards.

For each step of the operational analysis,

in personnel injury/death, property

Causes
Wet deck

Cear adrift
Rushi ng

I nconpl et e/ I naccurat e
confused

| nadequat e training
Crew conpl acency

sane as above

Materi al casualty (davit, Crane
or hardness failure) Hi gh sea
state | nproper procedures

(wi nch, davit operation)

| mproper positioning

(boat crew

and boat)

sane as above

same as above
| mproperly attached lines

Smal | boat engine failure
Suction effect fromship

Assess each hazard identified in terns of

severity and probability of possible |loss. For exanple, the deck officer
m ght assess the hazard "Lost control of boats" using the R sk Assessment

Matrix as foll ows:



(1) Consider possible consequences of hazard severity.

(a) Death, boat knocks someone unconsci ous and overboard or crushes
t hem between the ship and the boat (1)

(b) Severe injury, boat rolls, (Il) crewran slips and breaks bones.
(c) Severe small boat or ship damage (I1)

(d) Boat l|aunch(es) delayed or even aborted, resulting in dimnished
reconnai ssance support for the anphibi ous | andi ng and possi bly

del ayi ng H hour due to insufficient surf reports. (Il for training
environnent, | for actual conbat)

(2) Determine probability of |oss from hazard based on past experience,
avai | abl e safety data, the weather forecast, infornmation about the
operations area, assigned personnel, the nunber of small boats and the
assi gned m ssion.

(a) Wth current procedures and personnel, the probability of a
death during snmall boat operations is considered unlikely (D).

(b) Al'though small boat operations have not been a problemon this
ship in the past few years, frequent snall boat mshaps in the fleet
and the nunmber of potential causes |ead the deck officer to conclude
that a small boat mishap resulting in severe injury or danmage and
del ayed boat |aunches probably will occur in time (B).

(3) Determine the RAC. Based on the followi ng analysis, the hazard "Lost
Control of Boats" would be assigned a RAC of 2, and prioritized with other
hazards based on nobst serious RAC

(a) Entering the matrix with severity | and probability D gives a
RAC of 3 for personnel death during snall boat |aunch.

(b) Entering the matrix with severity Il and probability B gives a
RAC of 2 for severe injury or danage

(c) Entering the matrix with severity |1l and probability B gives a
RAC of 3 for delayed | aunch or abort during training exercise.

d. Step 3 - Make Ri sk Deci sions

(1) Beginning with nost serious risks first (lowest RAC), consider risk
control options. For exanple, some controls for the hazard of |ost control
of boats m ght include thorough equi pnrent checkout prior to the exercise,
revi ew of key procedures during brief, practice |launch of enpty boats
prior to exercise, stationing supervisor/observer to nonitor proper
position and procedures and weari ng hel nets.

(2) Determine if benefit outweighs risk with selected controls in place.
The deck officer decides the risk is acceptable with the above controls in
pl ace. However, he nust coordinate with the Captain to conduct the pre-
exercise | aunch.



e. Step 4 - Inplenent Controls. The deck officer mght draft a pre-exercise
pl an whi ch establishes a requirement to check the equi pnrent, delineates key
procedures to be briefed, schedules the practice |aunch and assi gns
supervi sor responsibility. Existing applicable SOPs should be referenced.

f. Step 5 — Supervise
(1) rmonitor the evolution for any changes which m ght present new hazards.
Ensure appropriate supervisors enforce established procedures and fol |l ow
through with sel ected controls.

(2) Adjust controls which are ineffective.

(3) After the evolution, determ ne which controls were effective
and ensure they are inplenented for future, sinilar evolutions.



